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Setup Options

Here wou can set various opkions ko conkrol the installation process,

Please select ar type the location where wou wankt o inskall the TrueCrypt program Files. T
specified folder does not exisk, it will be aukomatically created.

C:AProgram Files! TrueCrypkh Bir

Install For all users
add TrueCrypk ko Stark menu
Add TrueCrypt icon to deskkop

Associate the |t file extension with TrueCrypt
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Creake System Festore poink

o SeleciAlDefauit
Help < Back

Create Yolume

“Wolume

- Select File...
v Mewver sawve history
Yolume Tools, .. Select Device..,

phount duto-Mount Devices Dismaount Al Exit




#II

TrueCrypt Volume Creation Wizard

TrueCrypt Volume Creation Wizard

* Create an encrypted file container

Creates a virtual encrypted dizk within a file, Recommended
frr inevnerienced e rs

More information

 Encrypt a non-system partition/drive

Encryptz a non-zystem partition on any internal or external

Arive fe o a flach dAvrive Mintinnalle creates A hidden
Encrypt the system partition or entire system drive

Encrypts the partitionsdrive where Windows iz installed.
snyone wha wants to 2ain access and uze the system, read
and write files, etc,, wil need ta enter the correct password

Mare infarmation about system encryption
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TrueCrypt Volume Creation Wizard

Volume Type

i+ Standard TrueCrypt volume

Lelect thiz option if wou want to create a normal TrueCrypt
wolume,

- Hidden TrueCrypt volume

pazzsword to an encrypted volume, There are many situations
where you cannot refuze to reveal the paszword (for
example, due to extortion), Using a so-called hidden waolume
allawuz wou to zolve such zituations without revealing the
pazsword to your volume,

More information about hidden wolumes

Help = Back Mext =

It may happen that you are forced by somebody to reveal the

Cancel
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ation Wizard

Volume Location

| @My Cryph j Select File. ..

W Mever save histary

& TrueCrypk wolume can reside in a file (called TrueCrypt containet),
which can reside on a hard disk, on a USE flash drive, etc, &
TrueZrypk conkainer is just like any normal file (it can be, For
example, moved, copied and deleted as any normal File), Click
‘Select File' ko choose a filename For the container and to select the
location where wou wish the conkainet ko be created,

WARMING: IF wau select an existing file, TrusCrypt will NOT encrypt
it; the File be deleted and replaced with the newly created

TrueCrypt conkainer. %ou will be able to encrypt existing Files (later
on) by moving them to the TrueCrypt container that vou are abouk

ation Wizard -

Encryption Options

—Encryption Algarithm

TER | |

FIPS-approved cipher (Rijndael, published in 1998) that may be
used by L5, government departments and agencies to protect
classified information up to the Top Secret level, 256-hit key,
128-hbit block, 14 rounds (AES-256), Mode of operation is £T3.

Mare information on AES Benchmark |

“Hash algaorithm -

RIPEMD-160 :_J Information on hash algorithms
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ation Wizard

Volume Size

i ga0 kB * MR

Free space on drive G:\ is 1000.00 MB

Please specify the size of the container to create.

If wou create a dynamic (sparse-file) container, this parameter will
specify ks maximum size.

Mote that the minimum possible size of a FAT volume is 19 KB, The
minimumm possible size of an NTFS volume is 2573 KB.
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Volume Password

b bl i Bl i
Password |
5 sershesk kb kbbb bk
Confirm |
I Use kevtiles

I Display password

It is wery impartant that you choose a good passward, You should
avoid choosing one that conkains only a single word that can be found
in a dictionary {or a combination of 2, 3, or 4 such words). It should
nok conkain any names ar dates of birth, It should nok be easy to
quess, & good password is a random combination of upper and lower
case letters, numbers, and special characters, such as @ -~ =4 * +
etc, We recommend choosing a password consisting of more than 20
characters (the longer, the better), The maximum password length is
64 charackers,
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Volume Format

— DJptions

Filesystem 1mv| CIuster]DeFauIt v| I~ Dvnamic

|
Random Pool: DE37C742C3ACD766ER6ECOAZE4468341 v

Header Key:
Masker Key:
| |
Done | Speed | Left |

IMPORTANT: Maove wour mouse as randomly as possible within this
window, The longer wou move ik, the better, This significantly
increases the cryptographic skrength of the encryption keys. Then
click Format to create the valume.

< Back I Format

Help Cancel
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1 } The TrueCrypk volume has been successfully created,
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TrueCrypt
Yolumes  Swstem  HKewfilez BlableM Settings Help Homepage
Benchmark... = ; ;
Dr...  “olume %ize  Encryption alzorithm = Type N
Test Mector
S
S
E Kewfile Grnerator
D, Wil Creation Wizard
SR olume Creation Wizar
-5 Refresh Drive Letters
ST,
S| Backup Yolume Header...
ek Restore Wolume Header, ..
Sy
G v Clear Wolume History
Create Yalume YWaolume Properties...
Walume
- Select File. ..
v Plever save history
YWolume Tools... Select Device. ..
Dismount Auto-Mount Devices Dizmount All Exit




=G"

! e # # $ % % 6 *
2 7

* * ( non +

TrueCrypt traveler disk has been successfully created,

L
1)
Mote that wou need administrator privileges to run TrueCrypt in kraveler mode. Also note that, after examining the
reqistry file, it may be possible to tell that TrueCrypt was run on a Windows syskem even if it is run in kraveler mode,
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